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Abstract;

lect the optimal strategy of moving target defense has become an urgent issue in the current research. To solve this problem,

With the development of the research on moving target defense (MTD) technique,how to effectively se-

we propose a MTD optimal strategy selection method based on multi-stage Markov signaling game model. Firstly , combined
with the actual attack-defense process, we construct an attack chain model that attackers need to build to carry out the attack.
Secondly, due to the random jump between states,we combine multi-stage signaling with markov decision process ( MDP)
to construct the corresponding MTD model. Meanwhile , we adopt Logistic mapping to characterize the stochastic interference
factors that may cause the distortion of the probability updating in the attack-defense process. Additionally,on the basis of
formally modeling,we design an objective function with discounted total payoff. Besides, we give a solution method for
multi-stage signaling game equilibrium and design an optimal defense strategy selection algorithm for MTD. Finally , the sim-
ulation demonstrates the effectiveness and feasibility of the proposed model and method.
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S BRI 55 4 F1 user AR NN N -
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Steal account and crack it O Delete account + Fixed Frequency 0.8 0.6 0.3
Sp—S, Oracle TNS listener IP Enlarging + Random Frequency 0.3 0.6 1
install Web Listener program o Reinstall Listener + Port Enlarging 0.2 0.5 0.9
install delete Trojan O Protocol Changing + Random Frequency 0.5 0.6 1
S3—S, LPC to LSASS process IP Enlarging + Route Enlarging 0.3 0.7 0.2
SMTP sniffer o Uninstall delete Trojan -1 0.8 0.2
LPC to LSASS process O Fingerprint switch + Fixed Frequency 0.4 0.8 0.8
S3—S; Install socket analyzer Limit packets + Fixed Frequency 0.4 0.6 0.3
Attack Address blacklist o Blacklist Enlarging +0.2 0.3 0.6
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install delete Trojan o Port Changing + Fixed Frequency 0.1 1 0.3
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- (12, -5) (8,-12) (10, -10), (20,-25) (0,-15) (20, -10)
S5—9; (12, -5) (8,-12) (4,0) [ (12,-5) (5,-8) (4,-4) ]
(4,0)  (10,-14) (2,-2) | (12,-8) (8,-8) (4,-8)
- (12, -4) (8,-15) (10, -10), - (6,-10) (8,-10) (10, -4),
555, (5,-5) (0,-12)  (8,-8) (5,-5) (20,-12) (10,-2)
L (4,-0) (10,-10) (10, -8) L (5,-8) (8,-6) (4,-8)
(5,-10) (15,-18) (8,-10) - (12,-4) (8,-5) (10,-10),
So—5Ss (6,-10) (10,-8) (15,-6) (6,-2) (0,-8) (12,-2)
(10,0) (5,-5) (10,0) L(12,-4) (15,-5) (5,-5)
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Lz e o o;
(5,-5)  (12,-8) (10, -20) (10, -2)  (8,-6) (10,-2)
8658, [ (5,-6) (10,-10) (4, -8) ] [ (4,-8) (10, -20) (4,—6)]
(10, -2) (10, -4)  (5,-8) (15,-20) (10,-6) (10, -8)
(8,-12) (6,-10) (12,-10) (2,-4)  (0,-4)  (2,-6)
S8sS, [ (14,-6)  (6,0) (14, —12>] [(14,—16) (12, -14) (10, -8) ]
(12,-10) (4,-10) (12,-10) (8,-10) (4,-4) (16,-12)
x6 EMEIHERRE
IR B FrfEsEEg d* (m) HE R m e (0) Wi kg a* (m) kil RY Bt s R,
Se—S, dy my as 19.3 -70.2
52—, dy my a, 12.4 -51.6
S3—>S, d, my, ay 20. 8 ~44.8
S5—>S, d, my, a 18.6 -55.4
S3—Ss & my a3 21.9 ~40.2
S5—S¢ d, my a, 28.4 -60.6
Sg—S; dy my a, 34.2 -50.5
S8—S, d, my a, 14.6 -20.8
4.2 FEZERSH Hoyys =0.3 S, BEAEF] S;, 3RHL CL Y root FLBR AN D2

SIS H B BE A AT, HLARS BT AN
S(I)HSIH%HSZHSi
(1) Yrifift 1 sS85,

551 BB Sy—S, , Bk i 4 50 Wi T 9 45 28 4 B
W&, IR G551 5 28 2 B BL So—S, , R4t
IBER m,, =0.7 )N S, BkAE 2 So, doadi & 148 940 v
Web [ 55 %% 0T REAFAE MG 35 M5 46 3 BB So— S, R4
DIMESR 7, =0.8 A S, BEAEF S, , Hoeki & I F Web fiR55
PAFTENI MG 55 ME I DL 2 S Bk, 2R B F2 11 user AR N
D1 [ access FUPR; 25 4 B Bt S;—S , RGEIMER 0, =
0.7 JS, BEAEF Sy, FREL F2 () root FLBRAN C2 F root A3
BR 55 5 BB So—S,  RAE LM 0, =0.9 M S, Bh7E 5]
Sy, FREL D1 root ALBR IF-57 B D1 Hp 1 LR 180T
WEHEE D1 dE k3R 5 al AR, Mo i 1 Y oy Sl g
Ry =112.9 Bifi B R,y = —288.3.

1 2 3
1S, 85,5,

S
(2) Yritifi 2

—S8, S8, —S;—S,

AP BB S Bl 1 — 30650 3 B )-8, , &
GELIMER my, = 0.7 M S, BRAE S S5, gk % 20
Web fIit 55 @i 77 75 19 e 55 1 9% DL 2 Bk, 3R F1 iy
user ALRRAN C2 1) user AP ;55 4 BB S;—S, , RS LA

1 user AR 55 5 BB S5—S, , RET LM 1y =0.5 )\
S; BEAEF] S5, 3REL D2 (1 root ALFRIE[] D2 A A K D {f
TG, a3k S AT A, dodi gk 2 59 2 Bl g5
R, =89, Fi S 4 R,y = —227. 6.

AL AT b3 T A% T BE T, DA B AR A AR R
HKFE N Ry <Rppy s Ry > Ry, Wil B 2 AR EAT
B E 25 1) SR, B o oy L S B B 1 IR R X
Foor Hr Beti B 1 RIS i 2 mT LUK B, 565 1.2 BB
MR 255 3 BB, Bk i 1 WA H) S, ek i 2 WhAs #)
So, FRRARTCAE 1R A%, 5 B2/ (S, 18))
ST So—S, st R A Bk e ms AT A AT AR B
BLSCE i 145 S, 38 1 R 4% A5 5 X0 7 () 4 ) 9RE
% B M SR ( delete DL Torjan ) FYA5 R LA S HAB LX)
S 7 55 0 SR, BAEAIG (S, 1.S9) (L, W95 et 1 1
ki3

5 #RiF

o Bl F AR 15 A — Fof b 2 2 75 25 3 b 5 1) = 30 B
LA ESE BRI o B ARG B RCR TR R T
Ul AT S DL A L DU % 3l H A B AT 78 Sk ) 5
SR —. AR SCHR 2R T 22 [ B Markov {5 5 /4R 1Y
8l H AR B At SR T 0k ik ke T AE 2 [ BBl 1 2R i
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